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Three Easy Ways to
Look at BGP Events

And Two Tough Ones



What is RIPEstat? @

Information service for |
Internet-related data and analytics e

e RIPEstat offers: ®
o Information on IP address space and
Autonomous System Numbers (ASNSs)
o Statistics on specific hostnames and countries
o Visualisations of Internet routing

e All in a centralised place

¢ RIPEstat
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How RIPEstat Works

RIPEstat pulls data from a variety of sources, including:

The RIPE Database (for ownership and contact information)
Routing registries (e.g., RIPE IRR)

DNS and reverse DNS systems

Live and historical BGP data (RIPE RIS)

Regional Internet Registries and IANA

More details at:
stat.ripe.net/data-sources
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RIS Architecture
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So, What About BGP Data?

i

Looking Glass Routing History Upstream Visibility BGPlay
Current visibility of a Historic routing of a Investigate AS path Zoom into a BGP
resource resource changes over time event at the message
level
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Use Case: Real-Time Data

e Near Real-Time Looking Glass
from all RIS peers
e Also available as API

Example: K-root in Kazakhstan
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RIPEstat - Looking Glass - 1

C % statripenet]l

RIPEstat

Explore
BGPlay
Looking Glass

Compare

Feedback

x4

0.14.129%

© 1P address (183.0.14.129) has been converted to its encompassing routed prefix (193.0.14.0/24)

Looking Glass < Share

193.0.14.129 X

Filter anywhere in AS Path

D Include  +Adc

© Exclude  +Add

474 peers announcing 193.0.14.0/24 originated by 25152 and seen by 23 RRCs

AS Path 25152
Communites 251521363

Largo Communitis 25152:136366533

Extended Communities =

origin 6P

Noxt Hop 10314215317

Peer 10314215218 2t RRCOO

Last Updated 2025.08.26T2224:457

ASPath 25152

Communities 67776777 61778501 677765012 251621
Large Communites 2515216777

Extended Communities -

Origin 6P
Next Hop 80249208240

Poer 80249.208.255 at RRCO3
Last Updated 2025.08-28T09:7:252



Use Case: Real-Time Data

e Near Real-Time Looking Glass ) —
from all RIS peers -
. RIPEstat

e Also available as API

0.14.129#included=9198 * =

Explore (© 1P address (193.0.14.129) has been converted toits encompassing routed prefix (193.0.14.0/24)
BGPlay

i Share
Lookingalss Looking Glass h
CICED 193.0.14.129 X

Example: K-root in Kazakhstan

Filter anywhere in AS Path

9 Include 9198 X +Add

© Exclude  +Add

5 filtered peers (of 474) announcing 193.0.14.0/24 originated by 25152 and seen by 5 RRCs

Aspath 28010 oi8 25152
Communities R
Large Communities =

Extended Communities z

origin 6P

Next Hop 195691894

Peer 195.69.189.4 at RRC25.

Last Updated 2025.09-04T08:19:347

ASPath 3133 o108 25152

Communities 91985842 91985840 919815990 251521223

Large Communities R

Extended Communities =

Feedback

origin 6P
Next Hop 1946812335

Peer 1946812335 at RRCO7
Last Updated 2025.08-28709:20:502
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Use Case: Long term history

Routing History

e Long-term routing history
e Look back (far) in time

e See if behaviour is consistent
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Show of 29 rows Sort by ® Value O Date

Filters ( 74 hidden): ¥ No large prefixes & No short timespans [J No low visibility

Peers Seeing Reset Zoom

AS3352 194.0.0.0/10
{11010 11 D I BN OOUEN BRI B I (WOEIN 194.39.64.0/24

1151 1 O MM AN 0 0 o0 | MODEIY 194.39.64.0/22
1] 194.39.64.0/23

!IIFIIIIIIIII-II-IIIHI_ RN NEISNIBIENNE IR 194.39.65.0/24
AS48716 194.39.65.2/32

| 194.39.65.13/32
11111 3011 DN 10000010 0 1 0 0 (M| 194.39.66.0/24
1110 N M A 0 0 0| | WO]] 194.39.67.0/24
| 194.39.67.185/32

BN 194.39.64.0/24
L 194.39.65.0/24
AS0113 L] 194.39.66.0/24
1] 194.39.67.0/24
AsS65075( | 1 194.39.64.0/21
I T T T 1
2018 2020 2022 2024

e

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

I

» Advanced Settings

Showing results for 194.39.64.0/22 from 2000-08-01 00:00:00 UTC to 2025-09-04 08:00:00 UTC



Use Case: Distribution over Time

Upstream Visibility

e Show the distribution over
upstreams ASNSs.

e Very useful when visibility
changed.

e Example: prefix became RPKI
invalid (AS 0 ROA)
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Use Case: Distribution over Time (E@;

Upstream Visibility ® <

Upstream ViSibiIity Distance from origin 2 B T <\/ By ASN ‘ ByCP)

100

e Show the distribution over
upstreams ASNSs.

90

e Very useful when visibility L

changed. =

e Example: prefix became RPKI .
invalid (AS 0 ROA) .

o Most upstreams of 17557 s "

filtered, some stayed. 40
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Use Case: In Depth - BGPlay @

BGPlay

e Look at BGP messages
in detail

e See how routes adjust
over time

e This shows all events
received.

115.186.103.0/24 X = Filters: 1 Reset filters

Event: Path Change Prefix: 115.186.103.0/24

Timestamp: 2025-09-03 05:40:38 Collector: RRCOO

Description: The route 3333 1103 17557 38710 38710 38710 38710 38710 38710 changed to 3333 6762 17557 38710 38710 38710 38710 38710 38710
Path: 3333 6762 17557 38710

Community: 6762:1, 6762:92, 6762:13950

e

Origin AS
Collector peer

Other peer =
PRESS SHIFT TO REPLAY EVENT

Dynamic path
" 3] - JEY Fnd ASK

<l

Period: 2 days 59 seconds [170 events] ~ Current timestamp: 2025-09-03 05:40:38
[ NN N N N N N N e N RN

1h 2h 4h 6h
7m 3m 37m 5m 26m im
1s 34s 45s 53s 10s 7s 13s 31s 14s 15s 36s 46s 9s 39s 25s 14s 4s
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Want to Dive Deeper? MRT &

The raw data is available

e The BGP archives are available at https://ris.ripe.net/docs/mrt/

e Can be parsed with CLI tools (monocle from bgpkit, bgpreader from bgpstream/caida)
e (Custom tools

o Scripts
o Custom programmes
O
e Can even put it in a database:
o Used by analysts (e.g. Anurag Bhatia's blog)
o Short clickhouse tutorial (QR code). On RIPE labs soon.
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https://ris.ripe.net/docs/mrt/
https://anuragbhatia.com/post/2025/02/analysing-transit-free-networks/

Want to Dive Deeper? MRT

SEEECT
prefix,
splitByChar(' ', as_path)[-2] AS first upstream,
count(*) AS cnt

FROM rib

WHERE prefix = '193.0.14.0/24'

GROUP BY ALL

ORDER BY cnt DESC

LIMIT 5

Query id: 02917ea2-4239-45ch-b21a-df41a04£9410

prefix——first_upstream——cnt
193.0.14.0/24 6939 70
193.0 .0/24 513 20
193.0.14.0/24 20612 20
193.0.14.0/24 28186 15
193.0 .0/24 1103 13

5 rows in set. Elapsed: 0.019 sec. Processed 4.64 million rows, 157.65 MB (250.59 million rows/s., 8.52 GB/s.)
Peak memory usage: 249.23 KiB.
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Conclusion

You can use this BGP data
I hope I showed:

e Three ways to look at BGP using RIPEstat that are easy
e One method - BGPlay - that allows you to look in detail
e And, finally, that the data can be versatile (SQL)
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Questions '?

& Comments

‘ tdekock@ripe.net



